New IITD CA Certification Installation Procedure

For Google chrome:-

(All Windows Operating System)

Download Certificate from below path

http://www.cc.iitd.ac.in/CSC/index.php?option=com content&view=article&id

=53&ltemid=57

1. With the help of left click select New [ITD CA certificate.

Certificates

& C  ® Notsecure | cciitd.ac.in/CSC/index.php?option=com_content&view=article&id=53&Itemid=57
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IITD uses self-signed certificates for some servcies whereas it uses Letsencrypt Entrust Certficates from WifilMail services

(see hitps:/letsencrypt.org/ and https:/www.entrust.com). Wifi/802.1x Network access as well as Mail clients and web browsers may
ask to examine and accept these certificates every time on start up. The users are requested not to make it a practice of accepting such
certificates. Instead, the users may download the old IITD CA cerificate (valid upto Aug 27 10:55:31 2019 GMT) and install it as a valid
CA (certificate authority). The old CA certificate (valid upto Aug 27 10:55:31 2019 GMT) can be installed through

the Preferences->Advanced-=Certificates tabs. You may require the old ITD CA Certificate in DER format (valid
upto Aug 27 10:55:31 2019 GMT)for some systems.

In most operating systems & browsers the letsencrypt X3 CA and Entrust CA should be already available.If required you may download
and install Let's Encrypt Authority X3 (IdenTrust cross-signed): [pem] [der] or from here Letsencrypt X3 Intermediate
certificate and Entrust CA from here Entrust Bundled Certificate

Please see HowTo: Import the CAcert Root Certificate into Client Software for details (follow the procedure outined
in this link, but use Letsencryp X3/ITD's CA certificate instead of CAcert's)

Please verify the SHA1 and MD5 of the old IITD CA cerificate before installing

SHA1 Fingerprint=13:DD:BF:06:B5:04:33:2E:94:81:71:DD: 14:E1:26:D7:B6:C0:93:18

MDS5 Fingerprint=17:9F:C1:3E:D9:0B:24:E7:2E:DC:41:5C: 14:F9:4B:3C

IITD new self-signed certificates for CA with validity upto Jun 22 05:28:29 2029 GMT are:
SHA1 Fingerprint=88:6:de:a8:a3:01:72:1c:3f.d3:47-12:38:d3:08:17:2:58:67-¢5
MD5 Fingerprint=b0:2a:b7:2¢:7a:27:08:a8:62:0:a4:c6:04:4a:25:45

New IITD CA Certificate in DER format

SHA1 Fingerprint=4a:f3.:9d ef.c7.51.18:50:1c:42:ce:21:1b:c8:91.08:09:2b:00:6b
MD5 Fingerprint=15:54.db:e6:88:2f.dc: 1¢.0f.c2:2a:ae:0a:08.ce:5e

Please verify the SHA1 and MD5 of the New IITD CA certificate / New IITD CA Certificate in DER format before installing

v e,
* New Disaster Recovery Data Centre
* Eduroam

IT Delhi new network backbone
* ownCloud

« Download server

« Software under Dreamspark
 Home space

* ITDWiki

* Apple device configuration

* SMTP auth

* Calendar server

« Private web pages

« Baadal: the IITD computing_cloud
* Roundcube webmail

* Windows software

« Password reset policy.

* CSC courses for 2011

« Digital signing_of emails
« Mailing lists and aliases
Virtu: b hosting

* User web pages

* NTP servers

« VPN for Faculty/students

Complaint registration and monitoring
.

system
 IITD Discussion forum
* Technopedia: IITD Wiki
* SVN server

* Moodle
* Home spaces and CIFS shares

Show all

X




2. A certificate will be download, run the certificate and click on open.

@ Certificates X + =
& > C ©® Notsecure | cciitd.acin/CSC/index.php?option=com_content&view=article&id=53&Itemid=57 h*¢
e — -
« IITD privacy policy IITD uses self-signed certificates for some servcies whereas it uses Letsencrypt,Entrust Certficates from WifiMail services « New Disaster Recovery Data Centre
(see https:/letsencrypt.org/ and hitps:/iwww.entrust com). Wifi/802.1x Network access as well as Mail clients and web browsers may « Eduroam
» Network access and monitoring policy ask to examine and accept these certificates every time on start up. The users are requested not to make it a practice of accepting such T el fwork backb
o Permeimls certiicates. Instead, the users may download the old ITD CA certificate (valid upto Aug 27 10:55:31 2019 GMT) and install it as a valid MELSRERCS [ERSHE SRS
CA (certificate authority). The old CA certificate (valid upto Aug 27 10:55:31 2019 GMT) can be installed through * ownCloud
the Preferences-=Advanced-=Certificates tabs. You may require the old ITD CA Certificate in DER format (valid * Download server
RESOURCES upto Aug 27 10:55:31 2019 GMT)for some systems. « Software under Dreamspark
" - - Home space
« Change kerberos password In most operating syster] Open File - Security Warning X Jred you may download ° [—
and install Let's Encrypt ntermediate o e
« Edit your LDAP profile certificate and Entru Do you want to this file? « Apple device configuration
« Users and mailing lists * SMTP auth
« Certificates Please see HowTo: Ij 1 Name:  C:\Users\nitin\Downloads\NEWCCIITD-CA (4).crt the procedure outlined « Calendar server
in this link, but use Lets La = i
« Home spaces and CIFS shares B ey + Private vieb pages
— Please verify the SHA1 Type: Security Certificate « Baadal: the IITD computing_cloud
« ownClou
SHAT Fingerprint=13.D From: C:\Users\nitin\Downloads\NEWCCIITD-CA (4).crt —
« Proxy for internet access « Windows software
o Email MDS5 Fingerprint=17-9F] IE « Password reset policy.
« User web pages 1ITD new self-sig| GMT are: * £9C courses for 2011
N s Digital signing_of emails
« Calendar server J [ Always ask before opening this file °
New IITD CA ce « Mailing lists and aliases
« Network time servers SHA1 Fingorprink-o) o ) ) Virtual web hosting
T _ While files from the Internet can be useful, this file type can potentially U N
! O harm your computer. If you do not trust the source, do not open this ¢ User web pages
« Web hosting service MDS Fingerprint=b0j software. What's the risk? « NTP servers
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R SHAT Fingerprint=4a f3:9def.c7:5718:5b:c:42:ce:21: 1b:c8:91.08:00:2b:00:6b * yetem
 IITD student projects database b .
MD5 Fingerprint=15:54.db:6:88:2f.dc: 1c:0f.c2:2a:ae:0a:08:ce:5e « LITD Discussion forum
* Windows software « Technopedia: IITD Wiki
Please verify the SHA1 and MD5 of the New |ITD CA certificate / New IITD CA Certificate in DER format before installing
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3. Install certificate and follow the instructions.

# | Certificate

General Details Certification Path

In=com_content8view=article&id=53&ltemid=57

the users may download the old IITD CA certificate (valid upto Aug 27 10:55:31 2019 GMT) and install it as a valid

L“ | Certificate Information

xity). The old CA certificate (valid upto Aug 27 10:55:31 2019 GMT) can be installed through
->Advanced->Certificates tabs. You may require the oid |ITD CA Certificate in DER format (valia

« Allissuance policies
« All application policies

11 2019 GMT)for some systems.

This certificate is intended for the following purpose(s):

istems & browsers the letsencrypt X3 CA and Entrust CA should be already available.If required you may download
Typt Authority X3 (IdenTrust cross-signed): [pem] [der] or from here Letsencrypt X3 Intermediate
Mtrust CA from here Entrust Bundled Certificate

2. Import the CAcert Root Certificate into Client Software for details (follow the procedure outliined
_etsencryp X3/ITD's CA certificate instead of CAcert's).

Issued to: ccmail07.iitd.ernet.in

Issued by: ccmail07.iitd.ernet.in

Install Certificate.

Valid from 6/25/2019 to 6/22/2029

IITD student projects database
Windows software
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Cloud Computing as IITD
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IITD Wiki

B Newccmp-cacrt A

1A1 and MDS5 fingerprints of the old IITD CA certificate before installing
3:DD:BF:06:85:04:33:2E:94:81:71:DD:14:E1:26:D7:86:C0:93:18
:0F:C1:3E:D9:0B:24:E7:2E:DC:41:5C:14:F9:4B:3C
signed certificates for CA with validity upto Jun 22 05:28:29 2029 GMT are:
ertificate

Tl St | =8e:f6:de:agadb172:1c:31.03:47:12:38:03:08:17:02:58:67:e5

=b0:2a:b7:2¢:7a:27:08:a8:62:10:a4.c6:d4:4a:25:d5

sertificate in DER format

1t=4a:13:9d:ef.c7:51.18:5b:1c:42:ce:21:1b:c8:97.08:09:20:00:6b
MD5 Fingerprint=15:54:db:e6:88:2f.dc: 1¢:0f.c2:2a:ae:0a:08:ce:5e

Please verify the SHA1 and MD5 of the New IITD CA certificate / New IITD CA Certificate in DER format before installing
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4. Select Local Machine.

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation

lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network

fiew=article&id=53&Itemid=57

;ad the old ITD CA certificate (valid upto Aug 27 10:55:31 2019 GMT) and install it as a valid
wtificate (valid upto Aug 27 10:55:31 2019 GMT) can be installed through

ertificates tabs. You may require the old [ITD CA Certificate in DER format (valid
2 systems.

2 letsencrypt X3 CA and Entrust CA should be already available.If required you may download
NTrust cross-signed): [pem; (der or from here Letsencrypt X3 Intermediate
intrust Bundled Certificate

cert Root Certificate into Client Software for details (follow the procedure outiined

CA certificate instead of CAcerts),

connections. A certificate store is the system area where certificates are kept.

Store Location
O current User
(@ Local Machine

To continue, dick Next.

1ITD student projects database
Windows software

Software repository

Cloud Computing as IITD

SVN & Git

IITD Discussion forum

IITD Wiki

VPN

Health graphs MRTG

ints of the old |ITD CA certificate before installing:
i2E:94:81:71:DD:14:E1:26:D7:B6:C0:93:18

Z7:2E:DC:41:5C:14:F9:4B:3C

tes for CA with validity upto Jun 22 05:28:29 2029 GMT are:

£1C:31.d3:47:12:38:03:08:17:02:58:67e5
8:a8:62:10:a4:c6:04:4a:25:d5
R format

MD5 Fingerprint=15:54:db:e6:88:2f dc: 1¢:0f.c2:2a:ae:0a:08:ce:5e

15b:fc:42:ce:21:1b:c8:9f:08:09:20:00:6b

Please verify the SHA1 and MD5 of the New IITD CA certificate / New IITD CA Certificate in DER format before installing

Last Updated on Tuesday, 25 June 2019 21:09
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5. Click on Browse to select and save the certificate location in the following store.

fiew=article&id=53&Itemid=57

Select Certificate Store

Select the certificate store you want to use.

{7 personal

]
7] Enterprise Trust

{71 Intermediate Certification Authorities
] Trusted Publishers

I Vintrictad Cartifircates

< >

[Jshow physical stores

o] [ conel |

Hificates are kept.

store, or you can specify a location for

ke based on the type of certficate

e

—\ Browse...

« IITD student projects database
 Windows software

« Software repository

« Cloud Computing as IITD

* SVN &Git

 IITD Discussion forum

* IITD Wiki

* VPN

 Health graphs MRTG

Bad the old ITD CA certificate (valid upto Aug 27 10:55:31 2019 GMT) and install it as a valid
rtificate (valid upto Aug 27 10:55:31 2019 GMT) can be installed through

ertificates tabs. You may require the old |ITD CA Certificate in DER format (valid
g systems.

letsencrypt X3 CA and Entrust CA should be already available.If required you may download
nTrust cross-signed): [pem] (der] or from here Letsencrypt X3 Intermediate
ntrust Bundled Certificate

cert Root Certificate into Client Software for details (follow the procedure outiined
CA certificate instead of CAcert's)

ints of the old |ITD CA certificate before installing:
t2E:94:81:71:DD:14:E1:26:D7:86:C0:93:18
E7:2E:DC:41:5C:14:F9:4B:3C

tes for CA with validity upto Jun 22 05:28:29 2029 GMT are:

:1¢:3f:03:4712:38:3:08:17-02:58:67-5
B:a8:62:10:a4:06:04:4a:25:05
format

5b:fc:42:ce:21:1b:¢8:9f:08:09:20:00:6b

MD5 Fingerprint=15:54:db:e6:88:2f dc: 1¢:0f.c2:2a:ae:0a:08:ce:5e

Please verify the SHA1 and MD5

of the New IITD CA certificate / New IITD CA Certificate in DER format before installing

Last Updated on Tuesday, 25 June 2019 21:09
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| € & Certificate Import Wizard — ) et
load the old IITD CA cerificate (valid upto Aug 27 10:55:31 2019 GMT) and install it as a valid ' LLL Lt T Bl K DICRUDTIE
rtificate (valid upto Aug 27 10:55:31 2019 GMT) can be installed through + ounCloud
Contificate Store ertificates tabs. You may require the old [ITD CA Certificate in DER format (valia * Download server
B systems. * Software under Dreamspark
Certificate stores are system areas where certificates are kept.
* Home space
ypt X3 CA and Entrust CA should be already available.If required you may download .
nTrust cross-signed): [pem] (der] or from here Letsencrypt X3 Intermediate + ITDWiki
Windows can automatically select a certificate store, or you can specify a location for ntrust Bundled Certificate « Apple device configuration
the certificate.
- E ’ * SMTP auth
O Automatically select the certificate store based on the type of certficate cert Root Certificate into Client Software for cetais (follow the procedure outined « Calendar server
@ Place al certficates in the following store EA certificate instead of CAcerts). « Private web pages
Certificate store: Ints of the old [ITD CA certificate before installing * Baadal: the IITD computing_cloud
« Roundcube webmail
| [Coonse... ] [2E:94:81:71:DD:14:E1:26:D7:B6:C0:93:18
« Windows software
E7:2E:DC:41:5C:14:F9:4B:3C « Password reset policy,
N :ge CSC courses for 2011
ttes for CA with validity upto Jun 22 05:28:29 2029 GMT are: ° oL couses lor U
« Digital signing_of emails
« Mailing lists and aliases
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B:a8:62:10:a4:c6:d4:42:25:05 o NTP servers
format * VPN for Faculty/students
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5b:1c:42:ce:21:1b:¢8:97:08:09:2:00:6b
system
TITD student projects database e
° oy MD5 Fingerprint=15:54.db:6:88:2f.dc: 1c:0f.c2:2a:ae:0a:08:ce:5e « |ITD Discussion forum
 Windows software « Technopedia: ITD Wiki
Please verify the SHA1 and MD5 of the New |ITD CA certificate / New IITD CA Certificate in DER format before installing
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« Microsoft active directory.
 IITD Discussion forum
o lITD campus Wifi
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Last Updated on Tuesday, 25 June 2019 21:09
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6. Select Trusted Root Certification Authorities and click ok.
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7. Click on next.

- - fiew=article&id=53&Itemid=57 % @
b € & Certificate Impon Wizard B 1T DEINn ewW IEWOrK DECKooIe
load the old IITD CA certificate (valid upto Aug 27 10:55:31 2019 GMT) and install it as a valid _—
rtificate (valid upto Aug 27 10:55:31 2019 GMT) can be installed through * ownCloud
Catificate st ertificates tabs. You may require the old [ITD CA Certificate in DER format (valia Download server
o b systems. + Software under Dreamspark
Certificate stores are system areas where certificates are kept. N
* Home space
letsencrypt X3 CA and Entrust CA should be already available.f required you may download oWk
PTrust cross-signed): [pem] (der] or from here Letsencrypt X3 Intermediate * DK
Windows can automatically select a certificate store, or you can spedify a location for ntrust Bundled Certificate * Apple device configuration
the certificate. ) « SMITP autn
O Automatically select the certificate store based on the type of certificate cert Root Certificate into Client Software for details (follow the procedure outiined o Calendar server
@ Place al certficates in the following store LA certificate instead of CAcerts). « Private web pages
Certificate store: jnts of the old [ITD CA certificate before installing: * Baadal: the IITD computing cloud
|Trushed Root Certification Authorities ‘ [[Browse...  Roundcube webmail
[2E:94:81:71:DD:14:E1:26:D7:86:C0:93:18
* Windows software
E7:2E:DC:41:5C:14:F9:4B:3C » Password reset policy.
. - csc for 2011
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o User web pages
B:a8:62:10:a4:c6:d4:42:25:05 NTP servers
format « VPN for Faculty/students
[ Concel | Complaint registration and monitoring
5b:1c:42:ce:21:1b:¢8:97:08:09:20:00:6b .
system
ent atabase
° o~ MD5 Fingerprint=15:54:db:e6:88:2f.dc: 1c:0f.c2:2a:ae:0a:08:ce:5e = lITD Discussion forum
* Windows software -
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N Please verify the SHA1 and MD5 of the New IITD CA certificate / New IITD CA Certificate in DER format before installing * .
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Last Updated on Tuesday, 25 June 2019 21:09
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P
8. Click Finish to install the certificate.
- L -
fiew=article&id=53&Itemid=57 * e

| € £ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dlick Finish.

You have specified the following settings:
(EEEICECEEC Sa S VAVDY Trusted Root Certification Authorities
Content Certificate

o_ad the old ITD CA certificate (valid upto Aug 27 10:55:31 2019 GMT) and install it as a valid
rtificate (valid upto Aug 27 10:55:31 2019 GMT) can be installed through

ertificates tabs. You may require the old |ITD CA Certificate in DER format (valid
B systems.

letsencrypt X3 CA and Entrust CA should be already available.If required you may download
RTrust cross-signed): [pem] (der] or from here Letsencrypt X3 Intermediate
ntrust Bundled Certificate

cert Root Certificate into Client Software for details (follow the procedure outiined
CA certificate instead of CAcert's).

jnts of the old |ITD CA certificate before installing:
[2E:94:81:71:DD:14:E1:26:D7:86:C0:93:18

E7:2E:DC:41:5C:14:F9:4B:3C

ttes for CA with validity upto Jun 22 05:28:29 2029 GMT are:

:1¢:3f:03:47:12:38:3:08:17-02:58:67-5
B:a8:62:10:a4:06:04:4a:25:05
format

5p:c:42:ce:21:1b:¢8:9f:08:09:20:00:6b

= TITD student projects database

MD5 Fingerprint=15:54:db:e6:88:2f dc: 1¢:0f.c2:2a:ae:0a:08:ce:5e

 Windows software
Please verify the SHA1 and MD5

of the New IITD CA certificate / New IITD CA Certificate in DER format before installing
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9. A successful message will appear.

] Certificate X

In=com_content8view=article8id=53&!temid=57 * e
General Details Certification Path

[ the users may download the old ITD CA certificate (valid upto Aug 27 10:55:31 2019 GMT) and install it as a valid T T ITeW ETWOTK R

urity). The old CA certificate (valid upto Aug 27 10:55:31 2019 GMT) can be installed through * ownCloud
L“, Certificate Information ->Advanced->Certificates tabs. You may require the old ITD CA Certificate in DER format (valid Download server
1 2019 GMT)for some systems. « Software under Dreamspark
This certificate is intended for the following purpose(s): + Home space
<Al issuance PdiciE§ stems & browsers the letsencrypt X3 CA and Entrust CA should be already available.If required you may download oW, kL
= Al pyhcaiien pekies irypt Authority X3 (IdenTrust cross-signed): [pem] (der] or from here Letsencrypt X3 Intermediate « [ITDWik
trust CA from here Entrust Bundled Certificate * Apple device configuration
 SMTP auth

0. Import the CAcert Root Certificate into Client Software for details (follow the procedure outlined
etsencryp X3MTD's CA certificate instead of CAcert's).

Calendar server

Private web pages
Baadal: the IITD computing_cloud
Roundcube webmail

Issued to: ccmailD7.itd.ernet.in IA1 and MDS5 fingerprints of the old ITD CA certificate before installing

3:DD:BF:06:B5:04:33:2E:94:81:71:0D:14:E1:26:D7:86:C0:93:18
Issued by: comail07.itd.ernet.in

Windows software

“OF:C1:3E:D0B24:ET:2E] (ificate Import Wizard X » Password reset policy.
Valid from 6/25/2019 to 6/22/2028 : " csc for 2011
@ /25/2019 to 6/22] signed certificates f| 05:28:29 2029 GMT are: * ot couses oL 20T
« Digital signing_of emails
ertificate o The import was successful. « Mailing_lists and aliases
e e L3g:6:de:a8:a3:b1:72:1¢:3f] « Virtual web hosting
I—‘  User web pages
=b0:2a:b7:2¢:72:27:08:38:6] NTP servers
ertificate in DER format * VPN for Faculty/students
Complaint registration and monitoring
t=4a:13:9def.c7:5.18:5b:1c:42:ce:21:1b:c8:97.08:09:2b:00:6b L system
« IITD student projects database ;
MD5 Fingerprint=15:54db:e6:88:2f.dc: 1c:0f.c2:2a:ae:0a:08:ce:5e = lITD Discussion forum
* Windows software . » Technopedia: ITD Wiki
N Please verify the SHA1 and MD5 of the New IITD CA certificate / New IITD CA Certificate in DER format before installing
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