New IITD CA Certification Installation Procedure
(Linux Operating System)

Mozilla Firefox —

1. Open your Mozilla Firefox, Open Menu select Preferences.
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2. Search Certificate (If already installed old IITD CA certificate or go to Step 6).
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3. Click on View Certificate and go to Servers.

¢ Preferences.
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You have certificates on file that identify these servers

Certificate Name Server Lifetime Expires On
v DigiNotar

DigiNotar Root CA Permanent March 31, 2025
v DigiNotar BV.

DigiNotar PKloverh... Permanent March 23, 2020
v Indian Institute of Tec...
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4. Delete Indian Institute of Technology Delhi old entry (If Any).
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Your Certificates People Servers Authorities

You have certificates on file that identify these servers

Certificate Name Server Lifetime Expires On
v DigiNotar

DigiNotar Root CA  * Permanent March 31, 2025
v DigiNotar BV.
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v Indian Institute of Tec...

June 16, 2022

View... Export... Delete... Add Exception...

¥ Preferences

© Firefox | about:preferences#searchResults

Certificate Manager

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name Security Device
Hongkong Post Root CA 1 Builtin Object Token
v IdenTrust
IdenTrust Public Sector Root CA 1 Builtin Object Token
IdenTrust Commercial Root CA 1 Builtin Object Token
v Indian Institute of Technology, Delhi
cemail0 . Software Security Device
v Internet Security Research Group
ISRG Root X1 Builtin Object Token
v IZENPES.A.
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6. For New IITD CA certificate Installation, Open below mentioned Link

http://www.cc.iitd.ac.in/CSC/index.php?option=com_content&view=article&id=53&Itemid=57

OR follow this path “iitd.ac.in/content/centres/certificate”.
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« Frequenty asked questions man in the middle attacks, Please note that accepting a server certificate without verifying its authenticity makes an user vuinerable to attacks.

« New Sofware Repository
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Wifi/802.1x Network access as well as Mail clients and web browsers may ask to examine and accept these certificates every time on start up. The users are requested notto make ita
practice of accepting such certificates. Instead, the users may download the old IITD CA certficate (valid upto Aug 27 10:55:31 2019 GMT) and install it as a valid CA (certificate autharity).
The old CA certificate (valid upto Aug 27 10:55:31 2019 GMT) can be installed through the d- i tabs. You may require the old IITD CA
« Network access and monitoring policy Certificate in DER format (valid upto Aug 27 10:55:31 2019 GMT)for some systems.
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7. Select Check Box and Click OK.
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8. Certificate installed successfully. You can check the certificate in step no. 5 >
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You have certificates on file that identify these certificate authorities
Certificate Name Security Device
Hongkong Post Root CA 1 Builtin Object Token
~IdenTrust
IdenTrust Public Sector Root CA 1 Builtin Object Token
IdenTrust Commercial Root CA 1 Builtin Object Token
~ Indian Institute of Technology, Delhi
~ Internet Security Research Group
ISRG Root X1 Builtin Object Token
~IZENPES.A.
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