New IITD CA Certification Installation Procedure

For (macOS)

Download the new IITD CA certificate from flowing link: -

Download Certificate from following URL:

http://www.cc.iitd.ac.in/CSC/index.php?option=com content&view=article&id=53&Itemid=57

1. With the help of left click select New [ITD CA certificate.

COMPUTER SERVICES CENTRE

Indian Institute of Technology Delhi

MAIN MENU

« Home

« Facillies

« People

« Complaints and queries.

« Frequently asked questions

« Getling started

« IITD IT usage policy

« IITD privacy policy

« Network access and monitoring policy

» Password reset policy

RESOURCES

« Change kerberos password
« Edit your LDAP profile

« Users and malling lists

« Certificates.

« Home spaces and CIFS shares
« ownCloud

« Proxy for internet access

« Email

« User web pages.

« Calendar server

« Network time servers

« Intemet access for visitors
 Web hosting service

« IITD campus Wifi

 Wired 802.1x In Hostels

Not Secure — cc.iitd.ernet.in ¢

Certificates

& administrator

All CSC and ACSS faciliies that require users to provide their Kerberos passwords are set up over secure TLS/SSL encrypted channels. Examples of such facilies are
web-pages using the hitps protocol, 802.1 authentication for wired or wireless networks, ssh logins, VPN connections, email access through imaps and SASL
authentication for smip.

Setting up of encrypted TLS/SSL connections require the server 1o present SSL certiicates to the client, so that the client may authenticate the server. This s to
prevent against possible man in the middle attacks. Please note that accepting a server certificate without verlfying its authenticity makes an user vulnerable to
attacks.

ITD uses self-signed certiicates for some servcies whereas it uses Letsencrypt Entrust Certficates from WifiMail services (see https:/fietsencryptorg/ and
hitps://www.entrust.com). WIfi/802.1x Network access as well as Mail clients and web browsers may ask to examine and accept these certificates every time on start
up. The users are requested not to make it a practice of accepting such certificates. Instead, the users may download the old IITD CA certificate (valid upto Aug 27
10:55:31 2019 GMT) and install it as a valid CA (certificate authority). The old CA certificate (valid upto Aug 27 10:55:31 2019 GMT) can be installed through

the F 0 tabs. You may require the oid 1ITD CA Certificate in DER format (valid upto Aug 27 10:55:31 2019
GMTYfor some systerms.

In most operating systems & browsers the letsencrypt X3 CA and Entrust CA should be already available. f required you may download and install Let's Encrypt
Authority X3 (IdenTrust cross-signed): [pem] (der] or from here Letsencrypt X3 Intermediate certificate and Entrust CA from here Entrust Bundled
Certificate

Please see HowTo: Import the CAcert Root Certificate into Client Software for details (follow the procedure outiined in this link, but use Letsencryp
xaniTo's CA certificate instead of CAcert's).

Please verify the SHA1 and MDS fingerprints of the old IITD CA certificate before installing:
SHAT Fingerprint=13:DD:BF:06:B5:04:33:26:94:81:71:DD:14:E1:26:D7:86:C0:93:18
MDS Fingerprint=17:9F:C1:3E:D9:08:24:E7:2E:DC:41:5C:14:F9:4B:3C
IITD new self-signed certificates for CA with validity upto Jun 22 05:28:29 2029 GMT are:
New |ITD CA certific - Open Link in New Tab

SHA1 Fingerprint=88:f6;  Open Link in New Window  17.42:58:67:e5

D5 Fingerpin=o0:2o TN T

| Download Linked File As..
New IITD CA Certific  adq Link to Bookmarks.

SHA1 Fingerprini=4at Add Link to Reading List  g09.21,00:60

MD5 Fingerprint=5:5  COPY Link 50
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2. Download CA Certificate and save it download folder in your mac.
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4. Delete previously installed IITD CA certificate.

[ JON ] Keychain Access b

‘" Click to lock the login keychain. Q search
Keychains ;
ccmail d.ernet.in >
& login N e
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 iCloud Expires: Tuesday, 27 August 2019 at 4:25:31 PM India Standard Time '
& System © This certificate is marked as trusted for this account 7
B system Roots
Name ~ Kind Expires Keychain
[ “iobs2web.com certificate 13-Apr-2018 at 5:29:59...  login
5 169.254.11 certificate 04-May-2027 at 5:3 login
(5 16925411 certificate 21-0ct-2024 at 5:3 login
2 (5 169.254.11 certificate 01-May-2027 at 5:30:01... login
¥ [ 169.254.11 certificate 01-May-2027 at 5:30:01...  login
(5 169.254.11 certificate 21-Oct-2024 at 5:30:01...  login
L% [5] Apple Application Integration Certification Authority certificate 21-Oct-2026 at 5:30:00...  login
b, Category E5 ccmailo7.itd ernetin i Certificate 27-Aug-2019 at 4:25:31..__login |
& Allitems certificate 21-May-2018 at 10:44:58... login
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] My Certificates [ ceradius.iit.ac.in Export “ccmail07iitd.ernet.in".. certificate 27-Feb-2019 at 3:29:20...  login
S P Keys [ ceradius.iitd.ac.in certificate 01-May-2019 at 3:29:58... login
& =] Certificates » [5] com.apple.idms.appleid.prd.000060-10-ad0g Get Info certificate 01-Apr-2020 at 5:40:46... login
= » [5] com.apple.idms.appleid.prd.6b20496760317;  Evaluate “ccmail07.iitd.ernet.in”.. certificate 18-Mar-2020 at 5:39:12...  login
; [ doc.punchplatform.com certificate 27-Sep-2019 at 12:47:01... login
[S] DST Root CAX3 certificate 30-Sep-2021 at 7:31:15 PM login
[ eadmin.iitd.ac.in certificate 27-Dec-2026 at 12:49:43... login
[} eadmin.iitd.ac.in certificate 02-Jun-2020 at 1:19:50...  login
[5] Entrust Certification Authority - L1K certificate 06-Dec-2030 at 1:13:56...  login
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Keychain Access

ccmail07.iitd.ernet.in o Are you sure you want to delete

Root certificate authority ) “ccmail 07.iitd.ernet.in” from the login

Expires: Tuesday, 27 August 201 keychain?

© This certificate is marked as ti
Important: If a certificate with custom trust settings is
deleted, it will remove those settings, requiring you to
enter your password.

Expires
io.com | Cancel | 13-Apr-2018 at 5:29:5¢
A - 04-May-2027 at 5:30:(
A certificate 21-0Oct-2024 at 5:30:0
1 certificate 01-May-2027 at 5:30:C
1 certificate 01-May-2027 at 5:30:C
A certificate 21-Oct-2024 at 5:30:0

slication Integration Certification Authority certificate 21-Oct-2026 at 5:30:0



Keychain Access

You are making changes to your Certificate
Trust Settings.

Enter your password to allow this.

User Name:
Password: eeeeeee

Cancel | Update Settings

5. Go to download folder and double click the newly downloaded CA certificate.
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| NON Keychain Access

‘\ Click to lock the login keychain.
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6. Double click ccmail07.iitd.ernet.in choose option Always Trust.
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I When using this certificate: = Always Trust ! A

Secure Sockets Layer (SSL) = Always Trust
Secure Mail (S/MIME) | Always Trust
Extensible Authentication (EAP) | Always Trust
IP Security (IPsec) = Always Trust

Code Signing = Always Trust

Time Stamping = Always Trust
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X.509 Basic Policy | Always Trust
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Country IN

State/Province Delhi
Locality New Delhi
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9. Finally Keychain Access will show ccmail7.iitd.ernet.in (IITD CA certificate) validity up to 22-June-2029.
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